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INTRODUCTION
Overview

The Department of the Navy (DoN) and the Information Strike Force (ISF), collectively, have developed this Navy Marine Corps Intranet (NMCI) transition data collection template for the purpose of assisting in a smooth transition from the current state of information services to the common computing and communications environment provided by the NMCI.  The template focuses on many areas affecting systems, programs, personnel, mission, and contracts, etc. and provides for planning information that needs to be prepared in order to ensure a successful implementation of NMCI.

As part of the project, the current Information Technology (IT) infrastructure at each Site needs to be assessed by the Strike Force.  The first step in the assessment process is the completion of this Preliminary Site Questionnaire (PSQ). Each Site unit will be presented with a PSQ document that should be completed. This questionnaire forms part of the Site implementation lifecycle and will be available soon in a web enabled electronic entry format for unclassified networks only.  Classified networks must submit this document and the associated documents.

Guidelines

This template is provided as a tool to assist commands in NMCI data collection prior to their transition.  It serves as an authoritative source for the information a command should collect in preparation for transition.  Commands are encouraged to seek specific guidance from their major claimant on how it will be used within the Claimancy.

Further Action

The ISF will review the completed questionnaire to assist in planning for post Assumption of Responsibility (AOR) site surveys. Information acquired from the PSQ will be used to pre-populate portions of the Site Survey as well as provide guidelines for the ISF during the transformation Life Cycle. The Site Survey will in turn determine whether action is required to upgrade or change any part of your present infrastructure (for example, changes to data cabling, alterations to computer equipment rooms).

Completion of the Questionnaire

The questionnaire is being made available as a Microsoft Word document in template form to enable responses to be given electronically. However, for any repetitive lists of information, the ISF has provided Microsoft Excel spreadsheets.  The spreadsheets can be imported into a database format (either MS Access or other).  These formats allow for easier loading into the ISF databases.  Network documents are requested in AutoCAD (preferable) or Visio format if possible. 

Please call the ISF Transition office with questions on formats if the above mentioned is not possible or if the site has any questions about the info requested.  You should fill in the sections of the PSQ that are relevant to your Site, please note that not all sections will be pertinent to all Sites.

Response to questions within the PSQ may be given in various ways:

· By entering “Yes” or “No” in response to a specific question.

· By entering a typed response in the table provided – you will see that the data field will expand to accommodate your answer.

· By returning actual documents or diagrams for review by ISF – for example, Local Area Network (LAN) diagrams, use of camera consent document. (see also section 1.5) 

· If you have difficulty with any of the questions please telephone your Strike Force site contact for assistance.

Command Data Collection Template (PSQ)

                                           is an Echelon                                                                  Command that falls within the                        Claimancy.  

	The Command's official mailing address is:

	Address 1:
	

	Address 2:
	

	Address 3:
	

	Address 4:
	

	City:
	

	State:
	

	Zip Code:
	

	Country:
	


Documents to be given to the ISF

	The command will provide the following list of documents.  The preferred format is electronic copy:
	Section
	Attached

Yes     No
	Attachment Number

	Existing Disaster Recovery Plan/Business Continuity Plan
	N/A
	
	
	

	Existing Capacity Planning Procedures
	N/A
	
	
	

	Document listing current and planned building maintenance dates and details of work (including projects)
	3.2
	
	
	

	Site specific Health & Safety Regulations
	4
	
	
	

	Consent document for use of camera or other consent documents
	5.1.7
	
	
	

	Specific on-site security procedures
	5.1.8
	
	
	

	Details of Security and Access arrangements for Equipment Rooms
	6 & 7
	
	
	

	Wiring closet access restrictions
	6 & 7
	
	
	

	Switch Programming Data
	10
	
	
	

	Wide Area Network (WAN) – Connection diagrams if available
	19
	
	
	

	Local Area Network (LAN) – Layout diagram if available
	20
	
	
	

	List of Software Applications (include local applications)
	22 & 23
	
	
	

	Software audit carried out at site
	22.1.1 & 23.1.1
	
	
	

	List of existing Hardware (include any special needs requirements) 
	24
	
	
	(via Belarc and site provided information)

	List of Users
	25
	
	
	

	Escalation Process
	26.2
	
	
	

	Trouble Call Reports for the last 60 days
	26.3
	
	
	

	Security accreditation documents
	28.2
	
	
	

	Firewall perm file
	28.5.8
	
	
	

	Router Configuration and access control list

** MITNOC provides information for POP equipment and beyond. Site is responsible for equipment within POP boundary**
	28.6.4
	
	
	

	VPN configuration and policy
	28.7.4
	
	
	

	Incumbent Contractor Information Sheet (one per contract)
	29.1.2
	
	
	

	Copies of contracts (i.e., modifications, delivery orders, etc.)
	29.1.3
	
	
	


2.
SITE INFORMATION

	2.1
Physical Site location information

	2.1.1
Name of Site
	

	2.1.2
Address
	

	2.1.3
Postal Code
	

	2.1.4
Telephone Number
	


2.2
Transition Team Points of Contact
NMCI transition planning recommends designating points of contact (POC) for each functional area.  This will allow for “technical exchange of information” between the appropriate contacts.  Designated points of contact (POC) will have primary responsibility for executing the transition responsibilities for their functional areas as detailed in the template.  
	BASE CONTACTS
	INFORMATION STRIKEFORCE CONTACTS

	
	Primary
	Alternate
	Primary
	Alternate

	
	CTR (Contracting Technical Representative
	Transition Team Manager 1
	STM (Site Transition Manager)
	SDM (Site Delivery Manager)

	Name:

Telephone:

Cell Phone:

Pager:

Email:
	
	
	
	

	SERVER POC:

	Name:

Telephone:

Cell Phone:

Pager:

Email:
	
	
	Tom Zicarelli

703-904-8990

N/A

N/A

thomas.zicarelli@eds.com
	Sharon Carroll

TBD

	DESKTOP POC:

	Name:

Telephone:

Cell Phone:

Pager:

Email:
	
	
	Jeff Shriver

703-742-2147

804-677-4066

877-533-2931

jeff.shriver@eds.com
	Jay Lough

703-742-1061

N/A

877-615-8662

jmichael.lough@eds.com

	LEGACY APPLICATIONS POC:

	Name:

Telephone:

Cell Phone:

Pager:

Email:
	
	
	Joel Maurer

703-736-8685

757-323-1430

800-759-8888 (PIN 1120359)

joel.maurer-eds@eds.com
	Mike Murphy

858-292-9000

757-323-1400

N/A

mike.murphy-eds@eds.com

	DATA NETWORK POC:

	Name:

Telephone:

Cell Phone:

Pager:

Email:
	
	
	Cory Kreitzburg

651-256-5175

612-991-8349

N/A

coryk@wamnet.com
	Bill Dunkin

703-736-4083

703-362-3672

N/A

wdunkin@wamnet.com

	VOICE POC:

	Name:

Telephone:

Cell Phone:

Pager:

Email:
	
	
	Mike Davis

619-817-3905

619-286-7019

N/A

mike.davis-eds@eds.com
	John Haller

619-817-3906

619-572-8106

N/A

john.haller-eds@eds.com


	VIDEO POC:

	Name:

Telephone:

Cell Phone:

Pager:

Email:
	
	
	Richard Graul

703-904-4042

N/A

877-981-8481

richard.graul@eds.com
	Rusty Brown

703-904-4034

N/A

N/A

rusty.brown@eds.com

	WIRELESS SERVICES POC:

	Name:

Telephone:

Cell Phone:

Pager:

Email:
	
	
	Bill Rainbolt

703-902-6346

877-217-9299

c-bill.rainbolt@wcom.com
	Daniel Lawn

703-902-6438

N/A

N/A

daniel.lawn@wcom.com

	MESSAGING POC:

	Name:

Telephone:

Cell Phone:

Pager:

Email:
	
	
	Amy De Turris

703-679-3050

703-966-2555

N/A

ADeTurris@pec.com
	Amy Benavitch

703-679-4953

N/A

N/A

ABenavitch@pec.com

	INFORMATION ASSURANCE POC:

	Name:

Telephone:

Cell Phone:

Pager:

Email:
	
	
	Robert J. Winkler

703-980-6839

N/A

N/A

robert_j_winkler@raytheon.com
	Ken Buck

757-852-2155

N/A

N/A

kenneth.buck-eds@eds.com

	FACILITIES POC:

	Name:

Telephone:

Cell Phone:

Pager:

Email:
	
	
	David Ruppe

703-456-5008

703-216-6618

N/A

david.ruppe-eds@eds.com
	George Helfrick

703-742-1575

717-309-5874

N/A

george.helfrick-eds@eds.com

	FINANCE POC:

	Name:

Telephone:

Cell Phone:

Pager:

Email:
	
	
	Hugh Langford

703-742-1796

N/A

N/A

hugh.langford@eds.com
	Bill Johnson

703-742-1879

N/A

N/A

bill-herndon.johnson@eds.com

	SECURITY POC (FACILITY):

	Name:

Telephone:

Cell Phone:

Pager:

Email:
	
	
	Scott Giffen

703-742-2683

N/A

N/A

scott.giffen@eds.com
	Walt Nagurny

703-736-3425

N/A

N/A

walt.nagurny@eds.com

	INCUMBENT CONTRACTOR POC:

	Name:

Telephone:

Cell Phone:

Pager:

Email:
	
	
	JR Fuller

703-733-3070

N/A

N/A

jr.fuller@eds.com
	Gregory J. Nowak

703-742-2606

N/A

N/A

gregory.nowak-eds@eds.com

	NMCI CONTRACT  POC:

	Name:

Telephone:

Cell Phone:

Pager:

Email:
	
	
	Jennie Williams

703-904-4018

703-587-4702

jennie.williams@eds.com
	Keith L. Spencer

703-742-1230

keith.1.spencer@eds.com


1 The Command has designated a Transition Team Manager who is responsible for the contents of this document and assisting in the smooth transition to NMCI.  In many cases, responsibilities and actions have been designated to appropriate individuals.  All questions and or problems with the transition process should be addressed to the Transition Manager

Any questions, comments, and/or suggestions regarding the PSQ, please contact Sandy Sobczak, 13600 EDS Drive, A5S-C04, Herndon, VA  20171.  Phone: 703-733-3075; Email:  Sandy.Sobczak@eds.com

2.3
Transition Planning and Scheduling

**Combined effort of Site, PMNMCI, and MITNOC**

The quarter and fiscal year that your Command is scheduled to transition to NMCI should be obtained from your major Claimant and entered in the appropriate blanks.  Consult with appropriate Command staff to identify operational commitments (e.g. exercises, embarked operations, IG reviews, change of Command, etc.) that may impact upon the transition to NMCI.  Coordinate with ISF to determine the most appropriate dates to conduct the transition.  Enter the date into the template.

Advance planning and scheduling is critical for successful transition to the NMCI.  The Transition Team Manager is responsible for the overall content of the template, and reporting the status/progress of the data collection effort to senior management.  The Command has been scheduled to complete the NMCI transition during quarter              , FY___.  The Transition manager has determined that the following operational commitments exist:                      ,        .  After coordination with the NMCI Contractor the transition is scheduled for                                           (mm/dd/yy).

2.4
Transition Team Brief

**Combined effort of Site, PMNMCI, and MITNOC**

The Transition Team has prepared a Command brief that will be used to update Command leaders on the transition process.  The initial brief is scheduled for                                  ,  with follow on briefs as required.  The Command brief should cover issues such as scheduling, funding, status, and personnel impact.

3.
BUILDING INFORMATION

Has the command reviewed existing facilities and possible areas that may impact the NMCI Transition?        Yes        No

3.1
Projects / Plans

Table 3.1 lists Upgrade/Consolidation Plans or Major Projects, which may impact the transition to NMCI. (i.e., LAN upgrades, cable plant installs, new switch install, etc.)

	Project/Plan

(General description of project/plan that may impact NMCI transition)
	Command POC

(Primary)
	Project/Plan POC

(Subject matter expert applicable to Project/Plan)
	Impact Area

(By transition to NMCI)

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


Table 3.1 Upgrade/Consolidation Plans or Major Projects

	3.2
Building maintenance

	3.2.1
Maintenance Dates

The following are the maintenance dates / periods in the next 12 months by Building #
	Attach a separate document if this is a long list.

	3.2.2
Details

The following list the details on the extent of the maintenance work 
	Attach a separate document if this is a long list.



	3.2.3
Preferred building contractors

The following local contractors are preferred at this site and normally used for minor building works.
	

	3.3
Building Hazards

	3.3.1
Known building hazards  (e.g. asbestos, areas liable to flooding, etc)
	

	3.3.2
Restrictions on access to individual buildings or floors on the site
	


4.
HEALTH & SAFETY INFORMATION

The Command should review the Health and Safety issues of the site and possible areas that may impact the NMCI Transition.

	4.1
Health & Safety rules

	4.1.1
Please list safety clothing or equipment required over and above that required by law
	

	4.1.2
Please list special health & safety executive requirements for working in particular areas within the Site
	

	4.1.3
Please list other safety requirements for contractors and/or workers on Site
	

	   Attachment:  Please attach your site specific Health & Safety Regulations


5.
BASE SECURITY INFORMATION

The Transition Team has reviewed DoN applicable security procedures and has assigned an Information Systems Security Officer (ISSO) and a Physical Security Officer to the NMCI Transition.  A security in-brief will be conducted when the Contractor reports for initial visit.  

	5.1
Security 

	5.1.1
Details of the Site Working restrictions are as follows
	

	5.1.2
Contractors are required to complete the following Security courses
	

	5.1.3
The Lead time required for local security clearance
	

	5.1.4
Lead time required for escort recruitment 
	

	5.1.5
Restrictions on what may be brought into the Site.
	

	5.1.6
Digital cameras are restricted in the following buildings/floors.  
	

	5.1.7
The following consent document(s) are required to be completed by the ISF
	Attachment:  Please attach a copy of this document

	Attachment _________:  Please attach your on-site specific security procedures


5.2
Contractor Access

	5.2.1
Visitor Access


Data to be included in request for visitor access
	

	5.2.2
Method of submission required for site access
	

	5.2.3
Government POC for site access submission request


Name:


Telephone:


Fax:


Email address:
	

	5.2.4
Badge Issuance Process
	

	5.2.5
Security Control Center Identification
	

	5.2.6
Vehicle registration and Insurance requirements
	

	5.2.7
Access procedures during increased alert - THREATCON
	


5.3
Inclement Weather

	5.3.1
Inclement Weather policy and procedures for declaring the installation "closed"
	

	5.3.2
Unique or special operations which require full time support during inclement weather conditions.
	


5.4
Transmission of Classified Information.   (This will be discussed further at the site security in-brief)

	5.4.1
Secure telephone number for voice and facsimile
	

	5.4.2
Location / POC for secure telephone



Location:



Name:



Telephone:



Fax:



Email address:
	

	5.4.3
Classified Material Shipments


Mailing address for shipment of classified material


	

	5.4.4
Secure Shipping Center POC


Name:


Telephone:


Fax:


Email address:
	


6.
LOGISTICS

Include information known by the Claimant to be relevant to the moving in or off the base, equipment deliveries and removal.

	6.1
Site logistics information 

	6.1.1
Procedures and timing for shipping goods inwards
	

	6.1.2
Procedures and timing for shipping goods outwards 
	

	6.1.3
Available external storage areas and detail
	

	6.1.4
Vehicle access permit procedures
	

	6.1.5
Available storage rooms
	

	6.1.6
Restrictions on access roads
	

	6.1.7
Elevator availability
	


To enable delivery and storage of Claimant equipment, please state the Location/s of available Storage Room/s.

	Building Name/Number
	Room number for storage location
	Floor number for storage location
	Dimensions of space available (Height x Width x Depth)
	Is the room lockable?

Yes/No
	Can Pallets be transported to the storage room? (Yes/No)

	
	
	
	
	      Yes      No
	      Yes      No

	
	
	
	
	      Yes      No
	      Yes      No

	
	
	
	
	      Yes      No
	      Yes      No


Table 6.1.8 - Storage Locations

	6.2
Disposal of old IT equipment.  Attach or provide site specific guidance on this matter.  Classified equipment removal procedures will be discussed during the site security in-brief to get buy in from all parties on the site specific requirements.

	6.2.1
Unclassified equipment removal procedures for the site
	

	6.2.2
Classified equipment removal procedures for the site
	

	6.2.3
Storage rooms available for cleansing of IT equipment being removed
	


7.
EQUIPMENT ROOMS

The purpose of this section of the Preliminary Site Questionnaire is to consider the areas of the Site in which Claimant equipment racks will be located. It may be that there is a room available (server/data/communications room) or, if a room is not available, an area within your office which can be used as such.

	7.1
Equipment rooms.  List all equipment rooms, server rooms and communication rooms.

	7.1.1
Are the server(s) rooms at the site detailed below?
	        Yes                  No

	7.1.2
Are the patch panel (p) rooms at the site detailed below?
	        Yes                  No

	7.1.3
Are the communication (c) rooms at your the site detailed below?
	        Yes                  No

	7.1.4
Are there planned moves and the impact detailed below?
	        Yes                  No


	Building Number
	Room Number
	Room Type:  Unclass (U) or Secret (S) (Server/Patch/ Communications/ Crypto)
	If this room is shared with another claimant or command, list POC info below.
	Approximate floor space in the room 

(width x depth)

	
	
	
	Name:

Telephone:

Email address:
	

	
	
	
	Name:

Telephone:

Email address:
	

	
	
	
	Name:

Telephone:

Email address:
	

	
	
	
	Name:

Telephone:

Email address:
	

	
	
	
	Name:

Telephone:

Email address:
	

	
	
	
	Name:

Telephone:

Email address:
	


Table 7.1.5 - Server/Patch/Communications Room POCs/Space

	7.2
Security of Equipment Rooms.  Provide access restrictions (if any) to the server, patch, communications rooms.

	7.2.1
The table below has the restrictions in gaining access to server/patch panel/communications rooms.   Fill in Table 7 below

	7.2.2
Are the site documents on access restrictions attached?
	        Yes                  No

	7.2.3
Are there special restrictions in gaining access to additional areas.  i.e. underground cable routes, via manhole covers?
	        Yes                  No


	Building Name/ Number
	Room number
	Is access restricted? (Yes / No)
	Is access locked? 
(Yes / No)
	How is access obtained
(e.g. keypad, key, cipher, other Claimant, etc)
	Name and phone # of person who holds the key or combination
	Name and phone # of backup person

	
	
	   Y    N
	   Y    N
	
	
	

	
	
	   Y    N
	   Y    N
	
	
	

	
	
	   Y    N
	   Y    N
	
	
	

	
	
	   Y    N
	   Y    N
	
	
	

	
	
	   Y    N
	   Y    N
	
	
	


Table 7  Server/Patch/communications room security



	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	



9.
TELEPHONY SERVICE PROVIDERS

The Telephony Service providers are summarized in Table 9.1, or provided as an attachment, as applicable.  

	Service
	Vendor
	POC
	Phone

	DSN 

(7-digit Defense Switched Network phone number)
	
	
	

	Local 
	
	
	

	Commercial (long distance)
	
	
	

	Voice mail
	
	
	

	Cellular/Mobile
	
	
	

	Pagers
	
	
	


Table 9.1 Telephony Service Providers


	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	

	

	
	

	

	

	
	

	

	

	

	
	

	


	10.4 [image: image2.png]


Wireless Services


10.4.1
Please use the Wireless Services spreadsheet to enter 


information about your cellular phones and pagers.


If you are unable to open the link to the spreadsheets, please create a spreadsheet/database with the following headings/fields:    Classification (Secret or Unclass), Component (Desktop Set, Fax, Cell Phone, Pager), User Name, PC Plant Property #, Serial #, Building Location, Floor Number, Room Location, Telephone Number, Analog or Digital, Phone Manufacturer, Phone Model, Phone Line Supplier, Phone Service Origin, Voice Mail?, Caller ID?, Conference Calling?, Multiline? (if yes, include a list of phone numbers associated with the master phone number), List other current features you have that are not listed already 

Wireless Services Spreadsheet:  User Name (First, Middle, Last); Pager Info:  Does user have a pager? (Yes or No), Is Equipment leased or owned?, Type (Internal or External), Type of Service (Metro, Local, Nationwide), Capability (Numeric, Alphanumeric, Advanced Messaging), Pager Phone Number (000)000-0000;  Cellular Info:  Does user have a cell phone?  (Yes or No), Is equipment leased or owned?  Type of Service (National, Regional, Local), Number of minutes, Options.



	
	
	
	

	
	
	
	

	
	
	
	






	
	
	
	

	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	



13.
VTC SUPPORT

The VTC support  is summarized in Table 13.1, or provided as an attachment, as applicable.  Unless otherwise stated, this organizational structure is applicable for all command video communications

	Vendors
	POC
	Function
	Phone

	
	
	
	

	
	
	
	

	Suppliers (services)
	
	
	

	
	
	
	

	
	
	
	

	Customers (outside Command)
	
	
	

	
	
	
	

	
	
	
	


Table 13.1 VTC Support

14.
DATA NETWORK ORGANIZATION

**Site is responsible for providing network information within the POP architecture boundary. MITNOC will provide POP architecture and beyond.**

Network topologies are connectivity diagrams to the desktop such as block diagrams between nodes (e.g. servers, routers or hubs, etc.).  Topology diagrams for the Command’s classified and unclassified networks should be provided as attachments.

The Data Network Organization is summarized in Table 14.1 who are members of the Data Network organization (e.g. IT staffing, help desk personnel, maintenance personnel and logistics personnel, etc), or provided as an attachment, as applicable.  Unless otherwise stated, this organizational structure is applicable for all command data communications

	Name
	Title
	Function
	Phone

	
	
	
	

	
	
	
	

	
	
	
	


Table 14.1  Data Network Organization

	14.1.1
Network Console.  Do you have a centralized network console where management can view the status of all network and Help Desk Data?
	        Yes                  No


15.
REGISTERED IP ADDRESSES

Table 15.1 or attachment lists all of the Command's registered IP networks for classified and unclassified networks.

	IP Network Address
	Subnet Mask
	Classification
	Registered Domain

	
	
	
	

	
	
	
	


Table 15.1 Registered IP Addresses

The Table 15.1 is designed to capture the minimum set of data required.

If the Command has the data sets in a different format, please attach.
IP Network Address:  An IP address is a 32 bit identifier with a network portion and a host portion.  The network portion uniquely identifies the network and is common to all devices attached to the network.  The host portion uniquely identifies a particular device attached to the network.  All IP addresses in this document should be provided in dotted-decimal representation, which breaks the 32 bit address into four octets which can be represented with a decimal number between 0 and 255 with dots between the decimal representations.  For example, a typical IP address may be 150.215.17.9.

Subnet Mask:   A mask used to determine the subnet for a particular IP address.  An IP address has two components, the network address and the host address.  For example, consider the IP address 150.215.017.009.  Assuming this is part of a Class B network, the first two sets of numbers (150.215) represent the Class B network address, and the second two sets of numbers (017.009) identify a particular host on this network.  Subnetting enables the network administrator to further divide the host part of the address into two or more subnets.  A part of the host address is reserved to identify the particular subnet.  Subnet masks in this document should also be provided in the dotted-decimal representation.

Registered Domain:  A group of computers and devices on a network that are administered as a unit with common rules and procedures.  Within the internet domains are defined by the IP address.  All devices sharing a common part of the IP address are said to be in the same domain.

16.
CURRENT NETWORK INFRASTRUCTURE COMPONENTS

**Site is responsible for providing network information within the POP architecture boundary. MITNOC will provide POP architecture and beyond.**

This section should give insight into the network infrastructure that you currently have and also what they are used for.   Please complete the table below giving details of your current environment of Hub, Routers, Switches and Uninterrupted Power Supplies (UPS's).

	[image: image3.png]


16.1
Network Infrastructure Details

	16.1.1
Network Infrastructure Details.  Please fill in the Infrastructure spreadsheet.


If you are unable to open the link to the spreadsheets, please create a spreadsheet/database with the following headings/fields:    Classification (Class or UnClass), Component Type (e.g. router, hub, switch, UPS, etc), Is this a security boundary router?, Chassis Serial #, Manufacturer, Model, Host Name, Base Location, Building Location, Room Location, Operating System, Operating System Version, Latest Service Pack Applied, Static IP Address, Subnet Mask, Administrator Name, Administrator Phone, Administrator Pager, Component Owned by the claimant?, If not, who owns it?

17.
TELECOMMUNICATIONS

This section should list telecommunications circuit services broken out by Data, Voice, Video that you currently have.  Please complete a spreadsheet for each section below giving details of your current environment using the headings listed
	[image: image4.png]


17.1 
Telecommunications - DATA, VOICE & VIDEO

	17.1.1
Please complete the Telcom Circuit V V & D spreadsheet.  


If you are unable to open the link to the spreadsheets, please create a spreadsheet/database with the following headings/fields:   Classification (Class or UnClass), Voice, Video or Data?, Vendor Circuit ID, Local (group) I.D., Framing (SF/ESF), Coding (B8ZS/AMI), Crypto, Vendor, Vendor’s Billing Format, Monthly Recurring Charges, Bandwidth, From Location, To Location, Signaling Method, Direction of Traffic, Peak Hour and Utilization %, Pending Moves, Adds, Changes and Costs.

18.
CURRENT SERVERS

This section should give insight into the File and Print (FAP) servers and messaging servers that you currently have (if any) and also what they are used for.   If the information detailed below is known please complete the table below giving details of your current servers.

	18.1
Server Details
	

	18.1.1
Do you generate formal server backup reports?
	        Yes                  No

	18.1.2
If yes, how often are formal server backup reports generated?
	

	18.1.3
Do you archive data?
	        Yes                  No

	18.1.4
Are archives audited for integrity?
	        Yes                  No

	18.1.5 [image: image5.png]


Server spreadsheet.  Please complete the Server spreadsheet.




If you are unable to open the link to the spreadsheets, please create a spreadsheet/database with the following headings/fields:  Classification (Secret or UnClass), Host Name, Function (F&P, Messaging, etc.), Manufacturer, Model, Operating System, Operating System Version, Latest Service Pack Level Applied, If E-Mail – What Software?, Static IP Address, Subnet Mask, Serial Number, Total Hard Drive Space, Total RAM, Number of Users allocated to Server, Base Location, Building Location, Floor Number, Room Location, Administrator Name, Administrator Phone, Administrator Pager, Provide Backup Schedule (e.g., 1 full & 6 partial/wk)

19.
WIDE AREA NETWORK (WAN) 

**Site is responsible for providing network information within the POP architecture boundary. MITNOC will provide POP architecture and beyond.**

	19.1
Connections

	19.1.1
Does your Site have a direct connection to an enterprise WAN?

	        Yes                  No

	19.1.2
Does your Site have an indirect connection to an enterprise WAN? (Through another Navy Command/Claimant) 

	        Yes                  No

	19.2
Network Diagram

	19.2.1
Does your Site have any Non enterprise or Private WAN connections?
	        Yes                  No

	19.2.2
For each WAN connection, please supply a network diagram and please complete the table below for each link
	Please attach a separate document with the required data


If known please fill in the details in the table below, or attach diagram and a listing:

	WAN  Name 

(SmartLink, NAVWAN, etc.)
	Types of network connection 

(ATM, ISDN, Frame Relay, Tag Switched, etc.)
	Desired Destination 

(Military branch services, contractors, intranet only, etc.)
	Who administers the network?
	Network protocols currently in use?

(IP, IPX, SNA, etc.)

	
	
	
	Name:


Phone:


Email:

	

	
	
	
	Name:


Phone:


Email:

	

	
	
	
	Name:


Phone:


Email:

	


Table 19.2.2 WAN Detail

If known please fill in the details in the table below.

	19.2.3
If you share a WAN connection with any other Site, please give details of the connection and location in the following table.
	Details of any routers shared with any other Sites:


Table 19.2.3 WAN Shared Detail

20.
LOCAL AREA NETWORK (LAN)

	20.1
Local Area Network (LAN)

	20.1.1
Does your Site have a Local Area Network (LAN)? 
	        Yes             No
	If Yes, please supply if possible, a network diagram 

	20.1.2
If Yes please give contact details of the LAN administrators
	Name:

Phone:

Pager:

E-Mail:
	


21.
THIRD PARTY ACCESS

Third Party Access (TPA) is defined as access to any Naval or Marine Corps network by non-Navy or Marine Corps staff from Navy/Marine Corps networks / locations. This can be  provided by a modem connection (Analog, ISDN, etc).

	Question
	Comment
	Answer

	21.1
Third party organizations 


Do any third party organizations have this facility at your Site?
	Third Party Access is defined as non-Navy/Marine Corps personnel outside the premises having remote access to the network
	        Yes                  No

	21.2
List all third parties using TPA to access any of your systems
	
	


22.
Legacy Software Applications (Non Cots)
In an effort to eliminate the duplicate efforts of collecting legacy applications data, please refer to the NMCI Transition website to complete the Legacy Applications survey (www.eds.com/nmci/transition.htm#legacy)

 23.
COTS SOFTWARE APPLICATIONS

23.1
Existing Software Applications

	23.1.1
List of all existing software applications used. Include any special needs software in use
	Please attach to this document a copy of the most recent software audit carried out at your Site.  Y2K assessments are good resources if done. Otherwise, please use spreadsheet format with the headings listed below.
	Please complete the COTS Applications spreadsheet.


If you are unable to open the link to the spreadsheets, please create a spreadsheet/database with the following headings/fields:     Classification (Secret or Unclass), Application, Version, Function, POC, Number of  users, Existing Hardware

24.
EXISTING HARDWARE

**PMIS Belarc data collection efforts will gather information on network attached PCs and laptops. Site is responsible for reporting PCs and laptops not network attached, as well as all modems.**


24.1
Unclassified and Classified PCs & Laptops, Modems

When completed, this section should have three attachments unless not applicable (specify N/A if not applicable)

On the PC’s & Laptops spreadsheet, please list the following items:  

(include equipment used by mobile and home users)

	24.1.1
Please list all existing Unclassified PCs and Laptop computers currently in use at your Site

	24.1.2
Please list all existing CLASSIFIED PCs and Laptop computers currently in use at your Site

	24.1.3
Please list all existing stand alone systems currently in use at your Site


UNCLASSIFIED

	24.1.4
Remote Access.  Number and Speed of Existing Modems on your site
	

	24.1.5
Remote Access Circuits.  Number of Digital Channels Provisioned and used - Digital (PRI)
	

	24.1.6
Remote Access Circuits.  Number of circuits – Analog
	


CLASSIFIED

	24.1.7
(C)  Remote Access.  Number and Speed of Existing modems on your site.
	

	24.1.8
(C)  Remote Access Circuits.  Number of Digital Channels Provisioned and used – Digital (PRI)
	

	24.1.9
(C)  Remote Access Circuits.  Number of circuits – Analog
	

	Attachment                 Unclassified Hardware Audit attached.


If you are unable to open the link to the spreadsheets, please create a spreadsheet/database with the following headings/fields:     Classification (Class or UnClass), STU Issued?, Serial #, User Net ID, Base Location, Building Location, Room Location, Manufacturer, Model, CPU Type, Plant Property #, Static IP Address, E-Mail S/W, Browser, operating system, Office Suite, Virus S/Q, Desktop VTC Exists? 

24.2
Printers, Scanners & Other Computer Connected Devices


Desktop systems are single-user platforms that are either stand-alone or connected to the unclassified or classified networks.

Please list all existing printers, scanners and other computer-connected devices currently in use at your Site on the Print, Scan & Other spreadsheet.   Please append to this section a copy of the most recent hardware audit carried out at your Site.

If you are unable to open the link to the spreadsheets, please create a spreadsheet/database with the following headings/fields: Component Type, Manufacturer, Model, Host name, Subnet Mask, Serial Number, User Physical Location, # Users per Printer

24.3
Special Needs Hardware

Please list all existing special needs hardware currently in use at your Site (i.e., larger monitors, special input devices, software for the blind, etc.)


	Make
	Model
	Purpose
	Network/Standalone N/S
	Inmate Used Y/N

	
	
	
	
	   Y    N

	
	
	
	
	   Y    N

	
	
	
	
	   Y    N

	
	
	
	
	   Y    N

	
	
	
	
	   Y    N

	
	
	
	
	   Y    N

	
	
	
	
	   Y    N


Table 24.3
Special Needs Hardware

25.
USERS

25.1
User Accounts

	25.1.1
Number of IT users at this Site
	

	25.1.2
The number of mobile IT users or users who work from home
	

	25.1.3
Please Fill in the fields in the User Account spreadsheet




If you are unable to open the link to the spreadsheets, please create a spreadsheet/database with the following headings/fields: Classification (Class or UnClass), Account ID/Net ID, User Last Name, User First Name, User Rank, User Address Street, User Address City, User Address State, User Address Zip, User Address Base, Remote Access Needed?

26.
TROUBLE CALL/HELP DESK SUPPORT

26.1
Trouble Call / Help Desk Support

Help Desk is a department within a Command or enterprise that responds to user's technical questions and problems.  Most large enterprises have help desks to respond to user questions and resolve user problems.  Questions, problems, answers and problems resolutions can be delivered by telephone, e-mail, electronic bulletin board, fax, or in person.  Help desk software is often employed to facilitate problem tracking and resolution.  The Command is to review the current trouble call/ help desk support, and evaluate the impact of the NMCI transition on the services provided.

The Transition Team has reviewed the Trouble Call/Help Desk Support area and potential impacts by transition to NMCI.

	Vendors (Hardware)
	POC
	Function
	Phone

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	Suppliers (Services/Support)
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


26.2
Problem Escalation Process

The problem escalation process refers to the steps taken to follow up on a trouble call and resolve the problem.  Information can be provided as a description or flow diagram.

A typical scenario for Help Desk and trouble call resolution through the various tiers could be; the Help Desk takes a trouble call, creates a trouble ticket in customer software.  Tier 1 activity would include calling the reporting party for additional information or for a solution to the problem.  Tier 2 activity would include a Help Desk member visiting the reporting party to assist in problem resolution, if the phone call did not suffice.  Tier 3 activity would refer to the problem being escalated to an in-house engineer for resolution.

Attachment ________defines the problem escalation Process.

26.3
Trouble Call Reports

Attachment _______ lists the last 60 days of trouble call reports organized by discipline (e.g. data, voice, and video).  Utilize tracking software or audit trail to compile information.

26.4
Help Desk Software / Other tracking Software

Please List your Help Desk Software and other Tracking Software Used

	Vendors (Software)
	POC
	Function
	Phone

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	Suppliers (Service)
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


26.5
Installation Detail for 4th Quarter FY00 - < required for OT&E sites  only>

Can you provide information on desktop installation success rate
	# Failed desktop hardware at installation in 4th Quarter of FY00
	

	# Failed desktop software at installation in 4th Quarter of FY00
	

	Total # of desktops installed in 4th Quarter of FY00
	


27.
CRYPTO

27.1
The Command has reviewed the crypto
	27.1.1
Please complete the Crypto spreadsheet.


List all EKMS/COMSEC in use and on hand.



28.
INFORMATION ASSURANCE

**Site is responsible for sections 28.1, 28.2, 28.9, 28.10, 28.11, 28.12, and 28.13; MITNOC will provide sections 28.3, 28.4, 28.528.6, and 28.7**

28.1
Security Point of Contacts

	28.1.1

Site Designated Approving Authority (DAA)


Name:


Telephone:


Pager:


Email address:
	

	28.1.2
Site Information Systems Security Manager (ISSM)


Name:


Telephone:


Pager:

Email address:


Department / Division:
	


28.2
Security documentation 

Please provide as many of the documents as possible to facilitate a complete understanding of the current security posture.

The NMCI implementation plan will be reviewed for security procedures and compliance with all directives, instructions, and procedures as delineated in the System Security Policy section of the NMCI RFP.   

Attachment                      provides security accreditation documents.
	28.2.1
Interim Authority to Operate (IATO)
	

	28.2.2
Risk Assessment
	

	28.2.3
SEC CONOPS (Security Concept of Operations)

	

	28.2.4
Site Information Assurance Instructions and Policies
	


OR

	28.2.5
System Security Authorization Agreement (SSAA)
	


28.3
Intrusion Detection Systems

Intrusion Detection Systems or devices monitor incoming (or outgoing) traffic on the network.  Usually placed at the external boundary to an untrusted network.  These devices monitor and alert operations personnel when traffic carrying certain known suspicious patterns are detected on an interface.

	28.3.1
Does the site have an Intrusion Detection System (IDS) (e.g. NetRanger, ASIM, Joint Intrusion Detection Systems (JDIS), Real Secure, Black Ice) installed?
	        Yes                  No

	28.3.2
If answer to above is "yes", list the IDS System installed at the site
	

	28.3.3
If answer to above is "no", list the activity that is responsible for IDS monitoring:
	

	28.3.4
Is the IDS a program of record (POR) system?
	        Yes                  No

	28.3.5
Does IDS monitor the network boundaries of the site's WAN/BAN infrastructure?
	        Yes                  No


28.4
External connectivity

These questions will help assist ISF to analyze the circuit list provided earlier.  External connection info is critical to early WAN provisioning issues to ensure legacy connectivity remains in place and is secure.  Please answer the questions and provide details where applicable.

	28.4.1
Is the site directly connected to NIPRNET?
	        Yes                  No

	28.4.2
Is the site directly connected to SIPRNET?
	        Yes                  No

	28.4.3
Does the site have a have connectivity to SMARTLINK?
	        Yes                  No

	28.4.4
Does the site have connectivity to DREN?
	        Yes                  No

	28.4.5
Does the site allow external connectivity into the WAN and/or BAN?
	        Yes                  No

	
If yes, answer the following:  List the external military activities allowed to connect into the WAN or BAN.
	

	28.4.6
List of the external activity and program/application name that has external connectivity requirements to the site
	


28.5
Firewalls

Firewalls are used to filter traffic allowed onto and out of the network.  They prevent unauthorized traffic from entering the network and generally have a table or file which list what is allowed or not allowed in or out of the network.  Networks may have one firewall or many, each with a specific task).  Firewall examples include Gauntlet, Checkpoint, Raptor and others).

	28.5.1
Please list the current Firewall in use at this site 



	28.5.2
Is the Navy NIPRNET firewall policy implemented at this site?
	        Yes                  No

	28.5.3
Is the Navy SIPRNET firewall policy implemented at this site?
	        Yes                  No

	28.5.4
Firewall log reviewer POC.


Name:

Telephone:

Pager:

Email address: 

Department / Division:

Command:
	

	28.5.5
List of applications which the site has submitted firewall waivers to CNO N643.
	

	28.5.6
If yes, list the applications
	

	28.5.7
Are the site's firewall(s) compliant with IAVA's?
	        Yes                  No

	28.5.8
Copy of the firewall perm file to be given to the ISF Security Special Action Team (SAT) POC at the initial site in-brief.
	Attachment             .


28.6
Boundary Routers

Boundary routers are generally routers set up to interface with the Internet, NIPRNET or other external networks.  They run more than one routing protocol such as Border Gateway Protocol (BGP),  Open Shortest Path First (OSPF) or Enhanced Internet Gateway Routing Protocol (EIGRP).  They selectively translate or distribute information between the two protocols.

	28.6.1
Network boundary routers are specified in Section 17 of this document.  


If you haven’t recorded this information in Section 17, please record now 


under the Infrastructure spreadsheet

	28.6.2
Is logging enabled on all network boundary routers?     


Please list exceptions
	        Yes                  No

	28.6.3
Are the network boundary routers compliant with IAVA's?
	        Yes                  No

	28.6.4
Attach soft copies of the router configuration and Access Control List.  These should be provided to the ISF Security Special Action Team (SAT) POC at the initial site in-brief.
	

	28.6.5
Tenant activities to which the sites provides connectivity via the site's network boundary routers:
	


28.7
Virtual Private Networking

VPN devices provide a method of tunneling through a network so that two entities may appear to be on the same network even though the transport is untrusted (such as the Internet).  The traffic is encrypted between the two devices so that if an intruder picks up the traffic, it cannot be read.

	28.7.1
List of VPN s


Type of VPN:


Operating System:
	

	28.7.2
VPN is single / two-sided VPN
	        Single                  Two-Sided

	28.7.3
The POC of the person who operates and manages the VPN



Name:

Phone Number:

E-mail address:

Dept./Division:

Command:
	

	28.7.4
Provide a copy of the VPN configuration and Policy to the Security SAT POC at the site In-brief
	

	28.7.5
List the programs that are configured to use the VPN
	

	28.7.6
Does the site have PKI installed?
	        Yes                  No

	28.7.7
Is the site a local registration authority (LRA)?
	        Yes                  No


28.8
Public Key Infrastructure (PKI)

PKI is a security methodology used to authenticate users to another entity.  PKI ensures user authenticity as well as providing secure digital signature services.  DoD has a program in which the Claimant may be a participant.  Please provide answers to the PKI questions on the form.  It is important to identify  PKI usage at the site as legacy applications can be greatly affected by it's use.

	28.8.1
Is PKI installed at this site?
	        Yes                  No

	28.8.2
Is this site a local registration authority (LRA)?
	        Yes                  No

	28.8.3
List of private web pages on web servers (classified and unclassified) that have been identified for certificate enabling
	

	28.8.4
Program name and department/ division of users who are part of the DoD Pilot Project
	


28.9
Domain Name Services (DNS)

Domain Name Servers house the Domain Name Services for the network.  There are usually "Internal" DNS servers housing services for the internal network and "External" DNS servers housing those services the Claimant desires to be known to outside networks or users.  

A domain is a group of computers and devices on a network that are administered as a unit with common rules and procedures.  Internet domains are defined by the IP address.  All devices sharing a common part of the IP address are said to be in the same domain.

	28.9.1
Please complete the Server spreadsheet for a list of the domain servers


and their operating systems (if not previously provided in Section 18.1.5)

	28.9.2
Are the Site Domain Name Servers compliance with the IAVA?
	        Yes                  No


28.10
Remote Access Services (RAS)

RAS is the method used for connecting to a network by telephone when not on site.

	28.10.1
Please provide the classified RAS service architecture description to the security SAT representative that visits your site at the ISF Site In-brief
	

	28.10.2
Unclassified RAS service architecture description:
	

	28.10.3
Type of authentication used for unclassified dial-in
	

	28.10.4
Please provide the list the encryption devices installed to support classified dial-in to the security SAT representative that visits your site at the ISF Site In-brief.
	

	28.10.5
Does the site support wireless dial-in for classified and/or unclassified?
	        Yes                  No


28.11
Encryption

	28.11.1
Is there end-to-end encryption for SIPRNET connectivity?


List the Type 1 encryption device that is installed?
	        Yes                  No


28.12
Protective Distribution System

	28.12.1
Is your PDS accredited and signed by the DAA?
	        Yes                  No

	28.12.2
Does your PDS have an alarm system?
	        Yes                  No

	28.12.3
Type of PDS that is installed at the site for:      


Unclassified cable:      


Classified cable:
	


28.13
Other issues

	28.13.1
Method of delivering anti-virus signature update files for LAN workstations and/or servers (i.e., Login Script download, SMS, Tivoli distribution, e-mail updates, etc.)
	

	28.13.2
TS and/or Special Access Programs that traverse the unclassified and/or classified WAN/BAN infrastructure


The following POC info is provided for each program:



Program:



Name:

Phone Number:

E-mail address:

Command:
	

	28.13.3
The NMCI Transition Team will provide to the ISF Security SAT POC a complete network diagram of the site's WAN/BAN architecture to include cabling and network security systems (classified and/or unclassified) at the site In-brief.
	


29.
Contracting / Procurement
29.1
Impact Areas

The Command must review contract/procurement impact areas.  An impact area is one in which a service is covered under a current contract, and a decision is made to cancel or modify the contract in order to transition to NMCI, or a decision is made not to transition that service to NMCI.

	29.1.1
Command has reviewed the contracting / procurement impact areas which are defined as areas where NMCI will provide the same services as existing contracts.  
	        Yes                  No

	29.1.2
Incumbent Contractor Information Sheet (one per contract)

Choose the Incumbent Contractor spreadsheet on the attachment


	


	29.1.3
Copies of contracts (i.e., modifications, delivery orders, etc.)
	Please attach


29.2
Prepare to Place and Order

The Desktop Order Definition worksheet in Attachment NMCI PSQ 1.0.xls - Desktop_Order_Definition lists NMCI order specifics as determined by the Command and their Claimancy POC.

PLEASE KEEP A COPY OF THIS DOCUMENT 

(AND ATTACHMENTS)  FOR YOUR RECORDS
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